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. Download

In order to download honey@home for windows first visit
http://www.honeyathome.org . Click the download link in the left side of
the page to navigate to the downloads page (Figure 1).
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honey@home

Honeyi@home

Honey At Home is the "@home" implementation of the ModH project, aiming to
facilitate the gathering of information on cyber-attacks, It is designed to be simple to
manage and lightweight on system resource usage .Many broadband connections
offer the end user an option that was not available up until now: allocating more than
one IP addresses for one connection. Bussiness connectivity packages available to
small-to-rnedium enterprises usually make available blocks of four up to eight IP
addresses, However, not all of thern are used, creating an opportunity for MoAH to
manage this space. An increased geographical coverage enables researchers in the
MoAH project to better understand the spread of malware. Just like other "@home"
approaches, which take advantage of processing power available on idle desktops,
honey@horne takes advantage of "idle" IP address.

Honey@home interacts with a centralized honeypot to respond to received traffic.
The IP address can be either obtained through DHCP or configured statically, It runs
in the background and when the user clicks on its tray icon a window with statistics is
displayed, These statistics include packets and bytes received as well as a
breakdown of received traffic by protocol.

Lontact Honey@home

Figure 1. Click download link to go to the download web page.

In the downloads page click the link of the windows version of
honey@home as shown in Figure 002 in order to download the

application.
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The Linux version of Honey@home is available here. Instructions on how
to run Honey@home can be found in the README file of the distribution.

Windows version of Honey@Home in a .rar archive including installation

wizard (Z0O0O0OSXP/Millennium) her{pj

We would like to inform you that you need to register your client before it
can start running

Contact Honey @home

Figure 2. Click the windows honey@home link to download it.

The application is inside a rar archive, that means you must have
WinRar™ or any other similar application installed in order to open and

extract rar archives.

A popup window will appear asking you if you want to save the rar file

(Figure 3).

Click ‘save’ and then select the folder you want the file to be

downloaded.
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Opening WinHH.rar

You have chosen to open

WinHH.rar
which is ai WinRAR archive
from: httpe/ fumsne, honeyathome. org

What should Firefox do with this File?
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Figure 3. Click ‘save
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’ to save the file in your disk.
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4. Select the folder you want the file to be

downloaded.



If you have performed all these steps you’re done with the download
procedure.

I1. Installation

Just go to the folder you downloaded the Honey@Home rar file and
double click it in order to open in with WinRar (Figure 5).

|§ WinHH.rar - WinRAR (only 2 days left to buy a license) uli]ﬂ
Fle Commands Tools Favorites Options Help
e — = 0
AU WPD & 4T ¢
L~ C] ¥ i il
Add Extract To Test WView Delete Find Wizard Info VirusScan Comment  Protect SFX
[E | | B winHH.rar - RAR archive, unpacked size 13.812 224 bytes >
Name & Size Packed | Type Modified CRC32Z
o Folder
ﬂHHSetup.ms\ 13,468,160 11.891.246 Windows Installer P...  17f1/2008 1:43,., Q7E2A4Z2
:[setup‘%e 344,064 147,839 _Application 17/1/2008 1:43.,.  8C231500 |
=30 Selected 344,064 bytes in 1 file Total 13.812.224 bytes in 2 files

Figure 5. Open the rar file with winrar and double click the setup.exe.

After opening it, you will see two files inside the WinRar’s file browser.
Double click the one named ‘setup.exe’ to start the installation wizard.
Figure 6 shows the first screen of the installation wizard.



rﬁ Honey@Home g W
Welcome to the Honey@Home Setup Wizard

The ingtaller will quide vou through the steps required to install Honew@H ome on your compliker.

WARMIMG: This computer program iz protected by copenght law and international treaties.
IInauthorized duplication or distribution of this program, or any portion af it may result in severe civil
ar criminal penalties, and will be prosecuted to the maximum extent pozsible under the law,

Cancel | | :

Figure 6. First screen of the Honey@Home installation wizard.
Click the ‘next’ button and the 2" screen of the wizard will appear
(Figure 7.).

1% Ho ney@Home g W

Honey@Home Information

Foundation for EReasearch ind Technology [~
Inztitute of Computer 3ience
Diztributed Comwputing 3vstemsz Laboratory

HoneyidHome Application

HoneyidHome needs WinPCap 3.1 Ttility to run properly.
Wizit www.winpoap.oryg for more details.

If vou do not want to install this utility, then cancel
the installation of HonevyidHome.

811 RTrht Resetrverd. Comwrictht & 200A . ]

Cancel | < Back |

Figure 7. Wizard window that shows information about Honey@Home.



Click ‘next’ again and a new window will appear asking you were to
install Honey@Home. In Figure 8, you can see the installation folder
path, which you can change either by typing a new path in the text box or
by clicking the ‘browse’ button and selecting a folder. Additionally you
can select if everyone can run Honey@Home or just you. In Figure 8, the
default values are shown. elect your suitable configuration and click
‘next’.

=,

rj_’i‘,—' Honey@Home E]

Select Installation Folder @

The inztaller will inztall HoneypietH ome to the following folder.

To install in this folder, click "Mext". To install to a different folder, enter it below or click "Browse".

Enlder:
C:Program FilesAFORTHHonew=Home" Browse. ..

Disgk Cost...

Inztall Honepi@Home for yourzelf, ar for antone who uses this computer;

(* Evemone

C Just me

Cancel | < Back |

Figure 8. Select where to install Honey@Home and who has permission
to run it.

The next window will inform you that Honey@Home installation wizard
Is ready to proceed with the installation of Honey@Home application. By
clicking ‘next’ you agree with this (Figure 9).

In Figure 10 you see the installation wizard performing the installation of

Honey@Home in your computer. Progress bar shows the progress of the
installation.



r‘j,%' HoneyzHome g O -\

Confirm Installation @

The ingtaller iz ready to install Honew@Home on wour computer.

Click "Mext" to start the inztallation.

Cancel | < Back |

Figure 9. Final step of configuration. By clicking ‘next’ the installation
procedure will start.

£3'HoneyzHome E] [ -\

Installing Honey@Home @

Honep@Home iz being installed.

Pleasze wait...

. | N

Figure 10. Performing the Honey@Home installation.




If you already have WinPcap? (Windows Packet Capture library)
installed the next window will appear (Figure 11).

rj’é‘ HoneyiaHome g -\

Installation Complete @

Honey@Home haz been succeszsfully installed.

Chck "Cloze" to exit,

Figure 11. Honey@Home has been installed successfully.

If you do not have WinPcap installed, Honey@Home installation wizard
will find out that WinPcap is not installed and will ask you if you want to
install WinPcap, since it comes with Honey@Home together.

The first window of the WinPcap installer is shown in Figure 12.
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L WinPcap 4.0 Setup . g
\ l) . WinPcap 4.0 Installer
i _!_ﬂ caP WWelcome to the wWinPcap 4.0 Installation Wizard

This product is brought to you by //,-
//F

TECHNOLOGIES

Packet Capturing and Network Analysis Solutions

l Mexk = l [ Zancel

Figure 12. First screen of WinPcap installation wizard.

L WinPcap 4.0 Setup g

Welcome to the WinPcap 4.0 Setup
Wizard

This WWizard will guide vwou through the entire WinPcap
installation.

For more infarmation aor support, please visic the WinPcap
home page.

hitkp: /sy winpcap, org

[ < Back “ Next}%‘ [ Cancel

Figure 13. Second screen of WinPcap installation wizard.
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Lo WinPcap 4.0 Setup g
i () - License Agreement
' ln caP Please review the license terms before installing WinPcap 4.0.

Press Page Down to see the rest of the agreement.

Copyright () 1999 - 2005 MetGroup, Politecnica di Torino (Tkaly), A
Copyright () 2005 - 2007 CACE Technologies, Davis {(California). —
all rights reserved,

Redistribution and use in source and binary Farms, with or withaut maodification, are
permitked provided that the Following conditions are met:

1. Redistributions of source code musk retain the above copyright notice, this list of
conditions and the Following disclaimer,

2. Redistributions in binary Form must reproduce the above copyright notice, this lisk of
conditions and the Following disclaimer in the documentation andfor other materials "

If wou accept the terms of the agreement, click I Agree to continue. You must accept the
agreement ko install WinPoap .0,

| <Back | I.ﬁ.greeD\\l[ Cancel |

Figure 14. Information about WinPcap in the installation wizard.

-~

L' WinPcap 4.0 Setup g -\

&() - Installing
¥ ln caP Please wait while WinPcap 4.0 is being installed,

Cukput Folder: C:\Program FilesiWinPcap

Figure 15. Installation of WinPcap.



Completing the WinPcap 4.0 Setup
Wizard

WinPcap 4.0 has been installed on wour computer,

Click. Finish ba close this wizard,

| Finish | |

Figure 16. Final screen of the WinPcap installation wizard.

If you reach the screen in Figure 16, you will have installed WinPcap
successfully.

After clicking “Finish’ in the window in Figure 16, the final window of
Honey@Home installation window will appear (Figure 11) informing
you that both Honey@Home and WinPcap were installed correctly.

After the installation procedure of Honey@Home, a start menu and a
desktop shortcut will be created for you. You can run Honey@Home by
just clicking one of these shortcuts, but first consider registering your
Honey@Home at www.honeyathome.org. Registration procedure is
explained in the next section.
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I11. Registration

In order to register your Honey@Home and get a key (serial number) you
may visit http://www.honeyathome.org and click the registration link in
the left side of the page (Figure 17).

P

honey@home

.: European Network of Affined Honeypots

Downloads

The Linux version of Honey@home is available here. Instructions on how
to run Honey@home can be found in the README file of the distribution.

home Windows version of Honey@Home in a .rar archive including installation
wizard (2000/XP/Millennium) ihere
. . We would like to inform you that you need to register your client before it
reglst@tlon can start running
downloads

docs

links

ICS FORTH Contact Honey @home

Figure 17. Click the registration link to navigate to the registration page.

After clicking the registration link, you will be navigated to the
registration page that looks like Figure 18. This page contains an
animated captcha mechanism that you have to pass in order to continue
registration. You must have Java Runtime Environment® (JRE) installed
in order the browser to run the java application properly.

Click the shape that the line above the animation tells you to click. If you
do not click the correct shape, registration will fail.

If you click the correct one, you will be navigated to a new page (Figure
19) asking you to enter some information about you. Text boxes with “*’
in their side are essential for the registration. Fill up the text boxes and
click the submit button in the bottom of the registration form.
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Registration

Click on the tiger's head to continue with registration.

home

registration -i
downloads @

docs
links @ @L

ICE FORTH Lontact Honey @home

Figure 18. Animated CAPTCHA mechanism. Click the correct shape.

Registration

Registration Information

home

(s [Jahn Smith
registration _
i Ijsrnith@rnail.cum
downloads .
"Re-type E-mail Ijsmith@mail.com
docs Please be sure your E-mail address is entered completely and correctly

{Exarple: yourname@yourcompany.com)

links
Organization Name AAA
Company Mame Company A
ity IHerak\iDn
"Country I Greece 54

*These fields must be filled

Figure 19. Registration form.



After filling up the registration form. A popup window will automatically
appear asking you where to save the user.key (Figure 20).

Registration
Opening user.key
ou have chosen to open
ney@Home database.
user.key t to the email address you
home which is a: KEY File
From: htkp: jfwas. honeyathome.org nload a key file,
reg |$t I'ati wWhat should Firefox do with this File? n'::rg."rectory.
downloads
[] Do this autamatically for files like this From now on.
docs
X [l 4 l [ Cancel
links
ICS FORTH LContact Honey @home

Figure 20. Prompt for saving the user.key.
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T&L

i = Enter name of file to save to... £ S ney@home
e [ 5 m,

Save in: ._'; Honew@EHome w Q I"

]
£

. by Recent
ReQ|5t Documents

me database,

Desktop 3
rnail address you
h
key file.
My Documents 2
-
dow 11)5
Iy Computer
"l File name: uzerkey (| | Save
-
My Netwark, Save as type: | e

Figure 21. Select where to save the user.key. Choose your Honey@Home
installation folder.

When you are asked where to save the key, select you Honey@Home
installation folder.
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Now, registration is complete and you are ready to run Honey@Home
application.

IV. Launching Application

Just double click in your Honey@Home shortcut in your desktop or
select Honey@Home shortcut from the Start Menu:
Start>Programs>Honey@Home>Honey@Home.

The first screen of Honey@Home asks you to select the network interface
Honey@Home will operate on (Figure 22).

1

Select your network interface ﬁ

™ Adapter for generic dialup and YPN capture
{* |ntelF] 825560 -2 Gigabit Metwark Connection [Microsaft's Packet S chedule

Startl :«E I Cancel |

Figure 22. Select the network interface.
After selecting network interface click the ‘start’ button to start

Honey@Home.
& Untitled - honeyathome_mfc u@m

File Edit Yiew Help

D i 2RE 7

Packet Breakdown

0% TCP
e (100%) UDP
0% ICMP
mm (0%} OTHER
Info: H@H created a virtual inkerface with MAC address: 00:10:4b:89:bd:1d [ om [ A

Figure 23. Honey@Home creating a virtual interface with a new MAC.
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Honey@Home will start, authenticate itself to the NoAH server and if
authentication is completed successfully, Honey@Home will create a
virtual interface with a new MAC address (Figure 23), get a new IP
address from your network’s DHCP server (Figure 24) and start
retrieving data.

E Untitled - honeyathome_mfc M

File Edit Wiew Help

s IR

Packet Breakdown

mm(3%) TCP
mm(76%) UDP
mm(0%) ICMP
mm(21%) OTHER

Info: DHCP: Got DHCP offer: 139.91,70.72 [ [ 4
Figure 23. Honey@Home got an IP address from DHCP. (Here, in the
ICS/FORTH network).
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V. Other Info & References

[1] WinRar http://www.rarlab.com/

[2] WinPcap http://www.winpcap.org/

[3] Java Runtime Environment (JRE)
http://www.java.com/en/download/manual.jsp

European, Network of Affined Honeypots (NoAH)
http://www.fp6-noah.org/

::". European Metwork of Affined Honeypots

Distributed Computing Systems Laboratory, ICS/FORTH, Hellas
http://dcs.ics.forth.gr
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